
Workshop for AI & Cybersecurity 

TECHNOLOGY COMMITTEE 

DECEMBER 6, 2025 



ARTIFICIAL INTELLIGENCE AND OUR COMMUNITY 

• Exploring how AI can improve life 
in Los Altos Hills — responsibly 

• Presented by: Members of the Los 
Altos Hills Technology Committee 

• Date: Saturday, December 6, 2025 

 



WELCOME & OVERVIEW 

Today’s topics: (45 min) 

• What is AI? – 5 min 

• Benefits for residents – 10 min 

• Risks and safeguards – 15 min 

• AI tools to try now – 15 min 

• Q&A – 30 min 

 



4 

Gen AI 

• 405B Llama 3.1 has 126 layers 

• GPT-4 is said to have 120 layers 

ML 

Deep Learning 

AI 

Gen AI 

AI 

• AI is a branch of computer science that deals with creation of intelligent agents 
and/or systems that can reason learn and act autonomously.  

• It is the theory and methods to build machines that think and act like humans    

Machine Learning 

• Ability to learn without explicit programming 

• Program or systems that trains the model from input data. The trained model 
can make predictions from never-before-seen data 

• Machine learning is more explicitly used as a means to extract knowledge from 
data through techniques such as neural networks, supervised and unsupervised 
learning, decision trees, and linear regression. 

Deep Learning 

• Deep learning works by training neural networks on sets of data. A neural 
network is a model that uses a system of artificial neurons that are 
computational nodes used to classify and analyze data. Data is fed into the first 
layer of a neural network, with each node making a decision, and then passing 
that information onto multiple nodes in the next layer.  

• Training models with more than three layers are referred to as “deep neural 
networks” or “deep learning.” 

WHAT IS ARTIFICIAL INTELLIGENCE? 



AI GLOSSARY – COMMON TERMS AND DEFINITIONS 

Term Short Definition 

Agent 
AI that takes actions toward goals using tools or reasoning – 
the AI term for an application 

Inference When an AI model produces an output (answer, prediction) 

Embedding 
A vector that represents meaning of text for search or 
comparison 

Hallucination When an AI generates incorrect or fabricated information 

LLM AI model that reads and generates human-like text 

Model A trained system that makes predictions or decisions 

Prompt The instruction or question you give to an AI model 

RAG 
Retrieval Augmented Generation – the ability for an LLM to 
respond to queries with non-trained data  

Transformer The neural-network architecture behind modern AI models 

Training Data The information used to teach an AI model 
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A BRIEF HISTORY OF LLMS – IT’S BEEN ONLY 7 YEARS!  

The history of LLMs begins with Google Brain’s introduction of the Transformer architecture in 2017. Compared to 
its predecessor, the recurrent neural network (RNN), it had the ability to leverage fully parallel processing for 
more efficient training and to enable the model to reason across long sequences of text 

ChatGPT 
GPT-3 with 175 B 

Parameters 

Bidirectional 
Encoder 

Representations 
From Transformers  

(BERT)  

Google Brain’s  
Transformer 

2017 2018 2020 2021 

https://en.wikipedia.org/wiki/Recurrent_neural_network
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SHAKKARWAR’S LAW 

Shakkarwar’s Law states that AI capabilities will double 
every year with minimal rise in cost 



AI’S FUTURE IMPACT ON SOCIETY 

• Computers will learn humans rather than humans learning computers, making all 
expertise near free 

• near free education with personal tutors 

• near free doctors for everyone 

• near free legal services 

• near free scientists for discovery 

• near free entertainment 

• Deflationary impact on economy as services will be near free 

• An unparalleled level of  restructuring of the job market  



WHY NOW? 

• Computing power + data + cloud = 
powerful AI tools 

• AI is now accessible to everyone 

• Opportunity for small, connected 
communities like Los Altos Hills 

 



EVERYDAY HELP FOR RESIDENTS 

• AI assistants for reminders and translations. 

• Agents to automate daily tasks of playing music, 
knowing the weather, getting sports scores, etc. 

• Smart homes for safety and comfort. 

• Heating your home as you drive in from the airport, 
alerts for intrusions in to your home, etc. 

• Accessibility tools for hearing and vision support. 

• Live closed captioning including translation, 
amplification and enlargement for disabilities 



HEALTH & WELLNESS 

AI supports seniors’ health and independence: 

• Medication reminders and refill alerts 

• Fall detection and emergency alerts 

• Cognitive support (companionship, memory help) 

• Remote health monitoring 

• Accessibility tools like voice assistants 



SMARTER CITY OPERATIONS 

• AI analyzes traffic, energy, and infrastructure 

• Speed cameras, ALPRs 

• Predictive maintenance saves money 

• Road health sensors, water supply infrastructure 
monitoring, power supply redundancy 

• Chatbots for resident questions 

• Town events, permit issues 

 

 



COMMON CONCERNS ABOUT AI 

Risks include: 

• Privacy and data misuse 

• Your data, everywhere! 

• Privacy regulations to the rescue 
• Penalties for misuse 

• Bias or unfair decisions 

• Model poisoning 

• Misinformation 

• Fake content creation and proliferation 

• Job disruption 

• ‘AI won’t replace humans, humans knowing AI will replace 
those that don’t!’ - Jensen Huang, Founder and CEO, Nvidia 
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HOW SAFE ARE THE GUARDRAILS? 

In one case, its experiments took too 
long to complete, hitting the 
predefined timeout limit 

Instead of making its code run faster, it 
simply tried to modify its own code to 
extend the timeout period as shown 
here 

 

In addition, bad actors could easily bypass the existing guardrails by exploiting vector 
space relationships between proprietary and open-weight models  



BUILDING TRUSTWORTHY AI 



REAL-WORLD EXAMPLES 

Examples: 

• Deepfake scams 

• Inaccurate chatbot responses 

• Automated errors 



COMMUNITY-LEVEL SAFEGUARDS 



AI TOOLS YOU CAN TRY TODAY 

• Google Lens — identify plants or landmarks. 

 



AI TOOLS YOU CAN TRY TODAY 

• AI-based photo repair tool (Photoroom, Canvas, Remini, etc.) 



AI TOOLS YOU CAN TRY TODAY 

• Plug-in to improve writing 



GETTING STARTED 



BE WARNED! 

• If it is free, you will be sharing your data that will be used to train the model 

• Your responses will not be as good as with paid plans 

• If a request for money comes in even from a ‘credible’ source, verify first! 

• Banks or City Governments or the Police NEVER call 

• Don’t panic, take a deep breath and talk to someone you trust 

 

 



CLOSING & DISCUSSION 


